
 
How Faith Direct Protects Data 

Data security is a priority for Faith Direct. We want you and your members to have confidence that the secure 
information entrusted to us by your members is protected.  Here is how we do it:  
 
Password Encryption & Maintenance: 
Online account passwords, when entered into our system, are one-way encrypted. This encryption method 
provides a higher level of security because it uses a mathematical function that converts a password into a binary 
sequence (a large series of 0’s and 1’s). This design makes it extremely difficult to reverse the encryption process 
and prevents even the administrators of Faith Direct’s application from knowing or decoding donors’ passwords. 

The Faith Direct website also offers robust Forgot/Reset password functionality, enabling donors to gain access to 
their account by correctly answering a series of security questions. 

Credit/Debit Card & Bank Account Tokenization: 
Every payment method accepted into the Faith Direct system is tokenized which is a process of replacing 
financial account information with an algorithmically generated number called a token.  Tokenized data is stored 
in the Faith Direct system and is passed to our payment processor any time a payment is made.  This layer of 
protection helps to ensure that in the event of a security breach of Faith Direct’s systems, data that is extracted 
will not be of any value to fraudsters. 

Credit/Debit Card & Bank Account Secure Transmission: 
As an additional layer of security, transaction data is also protected during transmission to Faith Direct’s payment 
processor.   

• Transaction data is securely delivered from the Faith Direct application to our processing partner, 
Worldpay, via TLS 1.2 (Transport Secure Layer), a cryptographic protocol which provides secure 
communication over networks.   

This industry standard security method prevents a “man-in-the-middle” attacker from intercepting the transaction 
files by certifying the identity of each party prior to delivering any data. 

Application Programming Controls: 
All programming code used in the Faith Direct application must pass three separate levels of review.   

• Initially code is thoroughly tested by Faith Direct's IT team to be sure it adheres to the highest security 
standards including: 
o Ensure code is not vulnerable to outside manipulation, such as SQL injection. 
o Only necessary data is included in any system output. 
o Ensure only authorized users can access certain data. 

• Before any code can be used in the “live” production environment it must be scanned for security 
vulnerabilities.  Scan results are reviewed and must be approved by two members of the development 
team. 
 



 
• Faith Direct’s systems are subjected to quarterly security scans performed by our PCI Qualified 

Security Assessor.  Systems and procedures are also reviewed annually during PCI Certification 
renewal.  

Data Backup & Continuity: 
The Faith Direct systems are backed up incrementally nightly and a full backup is performed weekly.  Backup 
data is synchronized with remote storage sites. 

• Email and internal company data is synchronized with virtualized backup servers and can be accessed 
within 24 hours in the event of a site failure. 

• Secure application data is synchronized with a secure remote storage facility.  In the event of a 
production site failure, full secure application data and services will be restored within 72 hours. 

PCI Compliance: 
Faith Direct is fully compliant with the regulations required by the Payment Card Industry Security Standards 
Council. As a Level 1 merchant, the highest level available, our systems are subject to quarterly security scans 
and a comprehensive annual on-site recertification process.  This is the same certification as Amazon, Google and 
Bank of America, for example.  

• Compliance with the PCI Data Security Standard (PCI DSS) means that Faith Direct's systems are secure, 
and members can trust us with their sensitive payment card information. 

• Compliance is an ongoing process, not a one-time event. It helps prevent security breaches and theft of 
payment card data, not just today, but in the future. 

• Faith Direct uses a third party Qualified Security Assessor, Crimson Security, to conduct our PCI audits 
ensuring that our security measures are being reviewed by an impartial qualified auditor. 

o Using a third party assessor ensures that your PCI audit is accurate and your security measures 
unequivocally meet the PCI DSS. 

o Organizations that certify compliance using a Self-Assessment Questionnaire are often more 
vulnerable to fines in the event of a breach. 

Service Organization Control 2 Audits: 
Faith Direct maintains an annual SOC 2 report performed by an independent accounting firm in accordance with 
the auditing standards developed by the American Institute of Certified Public Accountants (AICPA).  This report 
is a detailed review of the controls in place at Faith Direct relevant to security, availability, processing integrity, 
confidentiality and privacy.   

• Security: Faith Direct’s systems are protected, both logically and physically, against unauthorized access. 
• Availability: Faith Direct’s systems are available for operation and use as committed or agreed to.  
• Processing Integrity:  Faith Direct’s donation processing is complete, accurate, timely, and authorized.  
• Confidentiality:  Information that is designated “confidential” is protected as committed or agreed to.  
• Privacy: Personal information is collected, used, retained, and disclosed in conformity with the 

commitments in Faith Direct’s privacy policy and with the privacy principles put forth by the AICPA. 
o View the Faith Direct privacy policy online here: https://www.faithdirect.net/privacy.cfm 

https://www.faithdirect.net/privacy.cfm

